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Abstract

This paper addresses the development of a user authentication module based on computer vision and machine
learning technologies. The study analyses traditional authentication methods, including knowledge-based,
possession-based, and biometric approaches, identifying their respective limitations in the context of contemporary
cybersecurity threats. A comprehensive comparison of modern libraries for biometric data processing—including
OpenCV, Dlib, Face Recognition, DeepFace, and InsightFace—is presented, with particular attention to their
accuracy, performance, and implementation complexity. The proposed authentication module employs facial
recognition technology implemented using Python with OpenCV, dlib, and face_recognition libraries, leveraging
a pre-trained ResNet-34 deep convolutional neural network for generating 128-dimensional facial embeddings.
The system architecture integrates a web-based user interface, PHP-based server logic, and a Python image
processing subsystem, enabling real-time biometric verification. Additionally, the module incorporates dynamic
head movement detection using MediaPipe FaceMesh to enhance security against spoofing attacks. Functional
testing utilising LFW and CelebA datasets demonstrated identification accuracy exceeding 96.8%. The results
confirm the effectiveness of the proposed approach for practical implementation in information security, education,
and access control systems.
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1. Introduction

Personal data protection is one of the top priorities for modern information systems. User authentication
is the process of confirming their identity, which is usually based on passwords, tokens, or multi-factor
verification. However, with the development of digital technologies and the growth of cyber threats,
traditional methods are becoming less effective, giving way to biometric solutions, in particular, machine
learning-based facial recognition. The use of artificial intelligence allows for some factors to be taken
into account, such as facial expressions, changes in lighting, and head rotation angles. It significantly
increases the accuracy and reliability of authentication. So, the application of machine learning in
authentication tasks opens up new opportunities for building secure, scalable, and flexible information
systems that can adapt to changes and withstand modern threats.

The purpose of this article is to analyse existing approaches, design an authentication module
based on machine learning, and implement face recognition technology. To achieve this goal, the
following tasks have been set:

1. Review and classify authentication methods.

2. Selection of the technologies for the development of the authentication module.
3. Design architecture and develop the authentication module.

4. Training and validation of machine learning model.
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2. Basic approaches to user authentication

Data protection technologies are constantly evolving, and modern authentication methods are becoming
more reliable and convenient. In recent years, many innovative solutions have emerged that combine a
high level of security with ease of use. Scientific literature discusses authentication methods such as:

« Knowledge-based authentication. Such methods are based on the user knowing the authentication
data, such as passwords, PIN codes, and answers to secret questions. Password authentication
is the most common, simple, and familiar method. In this case, when the subject enters their
password, the authentication subsystem compares it with the password stored in the reference
database in encrypted form. This method of identification has some significant drawbacks, such
as the password can simply be forgotten, stolen, or passed on to another person. If the password
is too simple, it is easy to guess. Short passwords are easy to crack using brute force. Passwords
with a large number of characters will be more resistant to cracking, but they are inconvenient to
use and difficult for users to remember [1].

+ Possession-based authentication. These methods are based on the user having an authentication
device, such as a smart card, token, or smartphone. Such a device is usually difficult to reproduce
or forge, which makes such methods more secure than simple knowledge-based methods. The
advantages of this method are higher security compared to passwords and resistance to phishing.
Unfortunately, the loss of the device makes authentication impossible [2].

« Biometric-based authentication is based on unique physiological or behavioural characteristics.
This group of methods involve the use of equipment to measure and compare the user’s specified
individual characteristics with a reference standard. Biometrics is a set of automated methods
for authenticating people based on their physiological (static) and behavioural (dynamic) char-
acteristics. Physiological characteristics include fingerprint, retina, and cornea patterns, hand
and face geometry, etc. Behavioural characteristics include signature dynamics, keyboard style,
and voice recognition. Such means allow for high-accuracy recognition of the owner based on a
specific biometric feature, and it is practically impossible to falsify such parameters, but they raise
certain privacy issues [3]. Apple Face ID is one of the most powerful biometric authentication
technologies. Unlike 2D methods, which are based on analyzing a flat image, this method projects
physical light into the surrounding environment. Such systems do not passively “see” faces, they
actively emit their own structured light in the near-infrared range with a known pattern of near
30000 infrared dots. By measuring how this pattern of dots is distorted when it hits the curves of
the user’s face, the system calculates an accurate 3D depth map [4].

« Hybrid methods, or so-called multi-factor (two-factor) authentication (MFA, 2FA), combine a
password with a one-time code (for example, via SMS or a mobile app). This is one of the most
effective ways to protect accounts of email, messengers, social media accounts, and others. The
method significantly increases protection, but creates dependence on third-party devices. The
disadvantages of these methods are the complexity of implementation or a possible reduction in
user convenience [5].

Among the methods listed, biometric authentication is particularly relevant for application develop-
ment. This is due to its ability to combine high security, convenience, and compatibility with modern
technologies. Currently, this method is used in such areas as:

« Security, where such systems are used for contactless entry into buildings and offices, monitoring
employee attendance, as well as in smart surveillance cameras for automatic identification of
individuals [6, 7].

+ Healthcare, where biometric authentication is used to identify patients and medical staff, prevent-
ing errors when accessing electronic medical records and ensuring data privacy.

+ E-government, where facial recognition technologies are used for remote verification of citizens
when providing administrative services or voting. BankID and MobileID systems are used for
this purpose.

179



+ Modern mobile applications are also massively switching to biometric authentication. Almost
every modern smartphone has a camera and a sensor that allows authentication by face or
fingerprint. These technologies are used to confirm payments, in social media and messenger
apps (biometric access lock option for correspondence), and in corporate VPN apps for two-factor
protection.

+ In online banking, where biometrics is becoming a cornerstone of security, many banking apps
allow you to log in with your fingerprint or face instead of a password, which is not only
convenient but also reduces fraud.

Each of these methods has its advantages and disadvantages. However, none of them confirm the
authenticity of a specific subject; they only record the fact that the subject’s authenticator matches its
identifier. That is why all known methods are vulnerable to authenticator compromise [8].

3. Using machine learning for authentication

Machine learning, particularly deep learning, opens up new possibilities in the development of authen-
tication systems [9, 10, 11, 12, 13, 14, 15, 16, 17]. Applications developed using these technologies are
capable of adapting to changes in input data and independently improving their accuracy over time.
While classical recognition algorithms [18, 19] use manually designed features (Haar cascades or local
binary patterns) and simple classifiers, modern approaches automatically learn features from large
datasets of face images. Let’s briefly describe the approaches and models used for facial recognition for
authentication purposes.

Histogram of Oriented Gradients (HOG). This is one of the basic computer vision algorithms, proposed
back in 2005. It analyses the statistics of brightness gradients in image fragments. HOG is successfully
used for face detection. In particular, the Dlib library implements a face detector with subsequent
classification using the SVM support vector method. Its advantage is high performance and real-time
operation [20]. However, the accuracy of these methods drops sharply for non-standard angles or
partially covered faces. For direct recognition, HOG was also used in combination with classifiers, but
it is inferior in accuracy to modern deep models.

Deep Neural Networks (DNN) are the multi-level models capable of detecting hidden patterns in
large amounts of data [21]. They are used both for classifying users by biometric features and for
constructing stable feature vectors (embeddings) that describe individual characteristics of the face, iris
or fingerprints [22]. Among DNN:s, a special place is occupied by Convolutional Neural Networks (CNN).
They detect and hierarchically encode characteristic facial features (eye position, jaw shape, eyebrow
lines), converting images into vectors of spatial features. These vectors allow the system to calculate
the degree of similarity between faces in high-dimensional Euclidean space [23]. The advantage of
CNN is that it automatically takes into account variations caused by changes in lighting, posture, and
facial expression. This is possible thanks to training on large samples, which significantly increases
the reliability of authentication in real-world conditions. The Facebook team demonstrated the first
breakthrough results in the DeepFace method [24], achieving an accuracy of about 97%. Google’s
FaceNet architecture, based on a 22-layer Inception neural network, achieved an even higher accuracy
record of 99.63% on the LFW (Labeled Faces in the Wild) dataset [25]. It surpassed human performance
in face verification tests for the first time. Open implementations of these models appeared as early as
2015-2016. One of them was the OpenFace project. It provided access to deep face recognition in open
source code, implemented in the face_recognition library. The use of data augmentation methods such
as lighting variations, rotation, scaling, noise modelling, or facial expressions can significantly increase
the number of training examples and improve the model’s ability to generalise [26]. This is especially
important for real-time data processing or edge systems, where the system must be resistant to sudden
changes in environmental conditions, camera angles, and facial expressions [27].

ResNet with additional loss mechanisms. It is one of the most effective models for faces, ArcFace,
which was built on the basis of the ResNet-100 architecture. It uses Additive Angular Margin Loss,
which increases the difference between embeddings of different faces, maximising the angular distance
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between classes [28]. This made it possible to obtain highly discriminative features and set new accuracy
records. According to the results [29], the ArcFace model on ResNet-100 achieved 99.83% accuracy on the
LFW dataset and outperformed its predecessors on more complex tests. The implementation of ArcFace
in the open InsightFace library has made this technology an industry standard: the InsightFace platform
supports training models with ArcFace and is used in many real-world systems, providing the highest
face recognition accuracy of 95-99% [30]. The disadvantage of deep ResNet models is their computing
resource requirements. Powerful graphics processors and large arrays are required for their training.
Therefore, hardware accelerators are often required for real-time deployment. Despite this, optimised
models (with fewer parameters or quantisation) are capable of running on mobile devices, albeit with
some reduction in accuracy. Currently, there are approaches such as SphereFace, CosFace, and MagFace,
which offer alternative loss functions or architectural improvements to increase recognition accuracy
[31].

Transformers and modern hybrid models. A new stage in face recognition was the introduction of
Vision Transformer (ViT) architectures. Initially, it was believed that such models required very large
amounts of data and would be slower than CNN, but recent studies refute this [32]. The results show
that transformers outperformed CNNs in terms of accuracy and robustness. So the ViT model showed
better resistance to complications such as partial face occlusion by masks or large distances to the
camera. At the same time, the performance of transformers proved to be competitive. ViT inference
time is only 24% longer than that of the fastest CNN-MobileNet, and the memory required for ViT is
less than some convolutional networks. This is achieved through efficient parallelism and the absence
of cumbersome convolutional layers. Some works propose hybrid approaches combining CNNs for
local feature extraction and transformers themselves for global face recognition [33].

An analysis of papers indexed by Scopus over the past five years confirms the growing interest in user
authentication using machine learning, in particular computer vision technologies, face recognition, and
OpenCV libraries. Thus, Divya et al. [34] have presented a real-time identification system using OpenCV
and YOLOVS for face detection and recognition, integrated with Django for web-based administration.
The system processes live video feeds, employing YOLOVS for precise face detection and OpenCV for
frame processing. It achieves scalability and efficiency, aiding law enforcement in rapid identification,
though the paper is not open access. Saadat et al. [35] and his co-authors proposed a real-time face
detection and identification system for networked video surveillance, utilizing OpenCV’s image pro-
cessing capabilities. Tested on IP cameras and Raspberry Pi, the system demonstrates simplicity and
effectiveness, achieving more than 95% face detection success rate and 80% recognition accuracy.

Face Spoofing Detection is another direction of research in exported metadata. developed the FCN-
DA-LSA method for face spoofing detection, combining fully convolutional networks with domain
adaptation and lossless size adaptation [36]. This study emphasises detecting spoofing artefacts in face
recognition systems. Indian scientists explored gender classification using facial embeddings extracted
via a pretrained Inception Network, achieving also more than 97% accuracy. Results demonstrate the
effectiveness of deep learning in classifying biometric traits, with potential applications in personalised
authentication systems [37].

The authors of the analysed papers pay considerable attention to choosing the development tools.
Modern libraries are conventionally divided into three categories such as

« universal computer vision libraries (OpenCV);
« specialized solutions for working with faces (Dlib, Face Recognition);
« high-level frameworks based on deep learning (DeepFace, InsightFace).

Table 1 provides a comparative overview of the main libraries.

As can be seen from the table 1, the InsightFace library offers the highest precision with greater
hardware demands. At the same time, OpenCV excels with its fast processing and large community
support. It leverages the Haar and DNN models, but has some limitations in recognition accuracy.
Given its versatility, robust community backing, and suitability for real-time applications, we chose
OpenCV for developing a biometric authentication module.

181



Table 1

Comparison of face recognition libraries and frameworks.

Library Language Advantages Disadvantages Model support

OpenCV C++, Python  Fast processing, large Limited accuracy in Haar, DNN
community recognition

Dlib C++, Python  High precision, support ~ Slow work with large CNN, HOG
HOG/CNN, face align- data sets
ment

Face Recognition Python Simple API, Accurate Less flexibility, depen- Dlib
comparison dency on Dlib

DeepFace Python Multi-model support, High resource require- VGG-Face, FaceNet,
visualization ments OpenFace

Mediapipe C++, Python  Fast tracking, mobile Does not support iden- Face Mesh, Detection
optimization tification

InsightFace Python Highest precision, Arc- High hardware require- ArcFace

Face, industrial use

ments

4. Development of an authentication module

Research suggests that developing a biometric authentication module using face recognition involves
collecting facial data, preprocessing it, training a model, and testing for accuracy. Let us briefly describe
the stages of development (figure 1).

The first steps of the development process are the diagram highlights algorithm selection, library
selection, and programming language choices. After that, data acquisition is performed, where user
images obtained from cameras in real time are used for facial authentication. The next step is cleaning
and preparing the data through normalization, noise reduction, cropping, resizing, and alignment to
ensure quality. This step is essential for creating a reliable dataset for training. Next, a model is trained
to recognize unique facial features, often using libraries like OpenCV. The obtained face recognition
model is capable of identifying or verifying a user by comparing feature vectors. It must be tested for
accuracy, using real-world devices (web camera in our case). Algorithm selection involves choosing
appropriate machine learning or computer vision algorithms, such as Eigenfaces, Fisherfaces, or CNNs,
based on the specific requirements of the face recognition task.

The OpenCV library, which contains built-in high-performance algorithms for object detection and
identification, is used to implement the recognition system. OpenCV (Open Source Computer Vision
Library) is an open-source computer vision and machine learning library. The cross-platform library
focuses on real-time image processing and includes unlicensed implementations of the latest computer
vision algorithms. OpenCV is released under the BSD license, which allows the library to be used for
both commercial and research purposes.

The face recognition software system implementation uses the high-level face_recognition library,
which is based on dlib functionality. This library provides a complete image processing cycle: from face
detection to vector representation and embedding comparison. The basis for image vectorisation is a
deep convolutional neural network of ResNet-34 architecture, implemented as part of dlib. The model
was pre-trained on a large set of face images and allows obtaining 128-dimensional feature vectors
(face embeddings), which are an informative representation of each face. This allows for accurate
comparisons between images regardless of rotation angle, facial expressions, or lighting conditions.

The recognition stage itself involves performing tasks such as:

« scaling the input image;

« detecting faces using an HOG detector or a CNN convolution detector;

« constructing a vector representation of the face using a pre-trained model;

« calculating the Euclidean distance between the obtained vector and vectors from the image
database;
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Figure 1: Stages of developing a biometric authentication module.

« making a decision about the identification of a person based on a similarity threshold.

The developed biometric authentication module is implemented as a multi-level system that combines
a web user interface, server logic in PHP, and an image processing subsystem in Python. The main idea
behind modular design is to distribute functions among system components. PHP accepts incoming
HTTP requests, provides communication with the user interface, processes images in Base64 format,
and initiates Python script calls. All resource-intensive operations related to computer vision and the
construction of vector facial features are processed by Python, which has extensive capabilities for
implementing machine learning and image processing algorithms.

The logic of the authentication module is as follows: the user submits a photograph of their face as
an image via the web interface (figure 2). Than it is sent to the PHP processor; the image is encoded
into a Base64 string, decoded, and transmitted as a parameter in the command line when the Python
script is launched; the script performs face detection, vector representation (face encoding), comparison
of the resulting vector with existing templates in the system, or saving a new template as a JSON file.

This approach provides flexibility, scalability, and adaptability of the solution to various deployment
scenarios, both in small local networks and on more powerful cloud servers [38]. The physical separation
of web interface and the machine learning module allows the system to be scaled independently in the
future, For example, it may be for implementing a Python service as a separate RESTful API).

4.1. Basic methods of the biometric module

The module’s algorithm provides for the implementation of such functions as new user registration and
authentication based on a person’s image. The architecture of the module is as shown in figure 3.
Below we describe the key methods that implement the logic of its operation.
The Register component was created to create a new user account (see listing 1).
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Figure 2: Web interface for user registration.

Listing 1: Creating component for user registration.

export default {
name: "Register",
mixins: [validationMixin],
validations: {
name: { required },
email: { required, email },

b

This fragment declares a component named ‘Register’. The component connects validationMixin,
which provides calls to validation methods from the Vuelidate library. The validations object specifies
that the name field is mandatory, and the email field is additionally checked for compliance with
the email format. Thanks to this part, the form components respond to user input and can block its
submission if there are errors. In the context of biometric authentication, this block ensures that user
data such as name, country, and email is set before video analysis is launched. Validation is reactive,
meaning it changes in real time. Validation does not affect face tracking. This structure allows you to
avoid basic input errors before video authentication begins.

During registration, the user provides an image of their face (figure 4), which is processed by a
Python module. Using the face_recognition library, which in turn uses Dlib and a pre-trained ResNet
neural network, the coordinates of the face in the image are detected. After that, a 128-dimensional face
encoding vector is formed, which uniquely represents the spatial features of the person’s appearance.
This vector is serialised in JSON format and stored in the corresponding directory with the user ID.

Biometric face processing begins with the initialisation of the MediaPipe FaceMesh model (listing 2).

Listing 2: Initialisation of reactive data.

async initFaceMesh () {
this.faceMesh = new FaceMesh ({
locateFile: (file) => ‘https://<URL>/face_mesh/${file} ",
})s

await this.faceMesh.setOptions ({
maxNumFaces: 1,
refineLandmarks: true,
minDetectionConfidence: 0.5,
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Figure 3: The architecture of the module.

minTrackingConfidence: 0.5,

1)

this .faceMesh.onResults (this.onResults);

8

The function creates an instance of the FaceMesh model to determine key points on the face. The
locateFile method allows you to load the model from CDN. Next, the parameters are set. For example,
maxNumFaces: 1tracks only one face; refineLandmarks: true is an advanced definition of key points
for pupils, eyes, and lips; minDetectionConfidence and minTrackingConfidence are detection/tracking
confidence thresholds. These parameters determine the accuracy of the analysis. onResults() is a method
that is called after each processed frame and initialises the neural network.

The processing of the obtained data in the FaceMesh model is carried out as follows (listing 3).

Listing 3: Processing of the image.

onResults (results) {
if (results.multiFaceLandmarks.length > 0) {
const landmarks = results.multiFaceLandmarks [0];
this .detectHeadMovement (landmarks);
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Figure 4: Image capture during user registration or authentication.

this .drawLandmarks(landmarks);

}

this .faceMesh.onResults(this.onResults);

The onResults() method is called after each frame is processed in FaceMesh. If a face is found
(condition multiFaceLandmarks.length > 0), the system receives an array of key points (landmarks).
Next, two methods are called

« detectHeadMovement(), which analyses the position of the user’s head (left, right, tilt, etc.);
« drawLandmarks(), which visualises these points on the canvas.

In this way, the method coordinates the process between analysis and visualisation. It runs several
times per second, depending on the performance of the device. If no face is detected, the frame is
ignored.

The detectHeadMovement method was created to detect the position of the user’s head (listing 4).

Listing 4: Detecting the position of the user’s head.

detectHeadMovement (landmarks) {
const nose = landmarks[1];
const leftEar = landmarks[234];
const rightEar = landmarks[454];
const noseX = nose.x;
const leftEarX = leftEar.x;
const rightEarX rightEar.x;
const headTiltX = rightEarX - leftEarX;
if (noseX < 0.4) {
this .headMovement = "Turn Right";
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} else if (noseX > 0.6) {
this .headMovement = "Turn Left";
} else {
this .headMovement = "Head Straight";

}

const noseY = nose.y;
if (noseY > 0.65) {

this .headMovement = "Tilt Down";
} else if (noseY < 0.40) {

this .headMovement = "Tilt Up";

}

The method uses the coordinates of key points on the face: the nose and ears. If the horizontal
x-coordinate of the nose is less than 0.4, the head is turned to the right, and the nose shifts to the left in
the video. If the value is greater than 0.6, it is turned to the left. Between them, the position is considered
straight. Similar values (0.65 and 0.4) are used to detect vertical movements. Head movements can be
used to confirm authenticity. For example, the user may be asked to tilt their head or turn it to the side
to verify that it is a real person and not an image. This makes the authentication process more secure
and aimed at preventing fraud (for example, when using a photo).

The drawLandmarks function performs a graphical representation of key points that were defined by
the FaceMesh model (listing 5).

Listing 5: Detecting the position of the user’s head.

drawLandmarks (landmarks) {
const canvas = this.$refs.overlayCanvas;
const ctx = canvas.getContext("2d");
ctx.clearRect (0, 0, canvas.width, canvas.height);
ctx.strokeStyle = "red";
ctx.lineWidth = 1;
landmarks . forEach (( point, index) => {
const x = point.x * canvas.width;
const y = point.y = canvas.height;
ctx. fillStyle = index === 1 ? "blue" : "lime";
ctx.beginPath ();
ctx.arc(x, y, 2,

ctx. fill ();
1)

0, 2 » Math.PI);

First, the canvas is cleared (clearRect). This is done to avoid overlapping frames. Then, for each point,
the position on the canvas is determined according to its normalised coordinates (x, y values within [0,
1]). Special attention is paid to the point with index 1. This is the nose. The point is marked in blue. All
other points are drawn in green. This allows the developer or researcher to visually assess the accuracy
of the tracking and can be used as a debugging tool. Visualisation helps to ensure that the system is
correctly tracking key areas of the face in real time.

The captureImage method is used to save an image from a video stream (listing 6).

Listing 6: Saving the image from camera.

capturelmage () {
let snapshotCanvas = this. $refs.snapshot;
let context = snapshotCanvas.getContext("2d");
const player = this. $refs.player;
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snapshotCanvas.width = player.videoWidth;
snapshotCanvas. height = player.videoHeight;
context.drawlmage (player, 0, 0, snapshotCanvas.width,
snapshotCanvas. height);

A separate canvas element is used, where the current image from the webcam (player) is transferred
using drawlmage(). Before this, the dimensions of the snapshot canvas are set to match the actual
video parameters. The method is used to save the user’s photo at the moment of authentication and to
transfer the image to the server for further processing (for example, for comparison with the database).
In combination with head movement analysis, this action provides complete authentication (listing 7).

Listing 7: Image comparison for final authentication.
.post("recog", { img: imgEncoded })
.then ((response) => {

let data = response.data;

if (data.status == "success") {
this .name = data.user.name;
this.email = data.user.email;
// this.country = data.user.country;
this.confidence = data.confidence.toFixed (2) + "%";
this .found = true;
this.searching = false;

} else {
if (data.status == "unknown") {

this.errorMessage = "No user was found.";

} else {

this.errorMessage "No face was found.";

}

this.searching = false;
this .found = false;

}

1)

.catch ((err) => {
let response = err.response;
this.errorServer = response.status + " | " + response.statusText;
this.searching = false;

During the authentication stage, a similar procedure is performed for the new user image. The
constructed feature vector is compared with all available templates. The comparison is based on
calculating the Euclidean distance between the vectors. If the minimum distance between the query
vector and one of the user templates does not exceed the specified threshold (in most cases 0.6), the
system considers the person to be recognised. A distinctive feature of this algorithm is its ability to
learn. In the event of minor changes in the user’s appearance (e.g., due to a change in hairstyle or facial
expressions), the template can be updated with a new vector without the need to completely re-save
the user profile.

The web interface, request processing mechanisms, and functions for calling external Python pro-
grams are implemented in PHP. The main scripts are save.php, which is responsible for saving new
templates, and compare.php, which initiates the authentication process. The shell_exec() function is
used to call Python scripts, which allows you to form a parameterised command call in the command
line. This approach is simple, but with increasing load, it requires further optimisation, in particular,
the implementation of asynchronous calls. The Python script main.py implements the logic of face
detection, feature vector construction, reading and comparing saved templates, error handling, and
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outputting the result in JSON format. This script also performs event logging. Each action (successful
or with an error) is recorded in a log file with timestamps, allowing the developer or administrator to
perform analysis (figure 5).

~id name email created_at updated_at biometric_data
0.. 8.68055562e-04,
8.68055562e-04, ..

5.38194440e-02, 9.11458302e-03,
3.03819450e-03, ..

7| Jilie test@test.com 2025-02-26 12:52:32 2025-02-26 12:52:32

11] Tom tomsmit37985688@gmail.com 2025-03-18 20:46:54 2025-03-18 20:46:54

Figure 5: Logging data of the authentication process.

Vector templates are stored directly in the database (see fig. 5 (the biometric_data field)). Each template
is linked to a specific user. This approach is appropriate for systems with a small or moderate number
of users (up to several thousand). However, when scaling the number of records, it becomes necessary
to switch to specialised systems that support vector search. These could be Faiss or Elasticsearch.

4.2. Module testing

To verify the recognition results, each authentication case was accompanied by the storage of a corre-
sponding log. It includes a timestamp, user ID, Euclidean distance between templates, and comparison
result (figure 6).

Figure 6: Logging of authentication results.

To objectively assess the module’s effectiveness, comprehensive testing was conducted, covering
functional, integration, load, and verification aspects.

Functional testing involved checking the Python module’s performance with real user images. Data
from open datasets (LFW and partially CelebA) was used. These datasets contain images with different
lighting, backgrounds, and emotional states of the subjects [39]. As a result, the identification accuracy
at a standard threshold of 0.6 was over 96.8%, confirming that the implemented algorithm meets modern
requirements. The main reasons for false authentication failures were severe image darkening, face
overlap, or blurring.
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Integration testing revealed critical issues in data transfer between PHP and Python, in particular,
sensitivity to the volume of parameters in the command line, the need to pre-check the image format,
and to check for the presence of a face before starting calculations. A set of validators was developed to
check for the presence of a face object before starting the encoding process. Validation of the input
image before the creation of the vector representation of the face begins. It is used to check the data
for relevance and validity, and prevents the calculation from crashing or reducing the accuracy of
authentication. The module implements validators that check for the presence of a face in the input
image before creating its numerical representation.

The validator works as follows. Before calling the face_encodings() function, the image is checked by
the face_locations() function. If no face is found, the processing is terminated or an error response is
returned, and only if at least one face is successfully detected, further processing is started. The method
that performs validation accepts images in NumPy array format. It is first decoded from base64 or
loaded via OpenCV and calls the face_recognition.face_locations() function to detect faces. If no face is
found, the method returns a false value. If a face is found, it returns true and a list of coordinates of the
faces found.

Load testing was performed by simulating simultaneous requests to the server using Apache JMeter
tools [40]. It was found that when the load exceeded 50 requests per minute, the response time increased.
This is due to the synchronous nature of shell_exec() and sequential processing of requests. Therefore, in
the future, it is worth transferring the Python logic as a separate service with support for asynchronous
requests using the FastAPI or Flask frameworks.

5. Conclusions

The study confirmed the need to use modern authentication methods in the context of digital transfor-
mation. Traditional methods, such as passwords and PIN codes, are not reliable enough in the context
of modern cyber threats, which makes the introduction of biometric authentication methods relevant.

The paper systematised existing authentication methods and analysed the advantages of biometric
approaches, particularly with regard to facial recognition. Based on this, machine learning was chosen
as the basis for building an intelligent authentication module. The system architecture was developed,
and initial model training was conducted, which made it possible to determine the potential of this
technology in terms of improving security and usability.

Within the framework of this scientific and practical work, a full-fledged user authentication module
was developed based on face recognition using OpenCV and face_recognition libraries and modern
deep learning methods.

The developed module is an example of effective integration of web development tools and computer
vision algorithms. Its architecture allows for biometric authentication without the use of complex or
expensive solutions.

The module provides accurate user recognition in real time and is adapted to the web environment
thanks to its integration with PHP. A dynamic authentication element has also been implemented,
which increases the level of security by recognising micro-movements of the face.

The architecture of the authentication module is implemented as a processing pipeline, which includes
the following main stages: image capture, data transfer, face detection, vectorisation, comparison with
the database, decision making, and response to the client. This structure provides flexibility, scalability,
and the possibility of further functionality expansion.

The research results form the basis for further practical implementation and improvement of the
authentication system, taking into account the latest technological solutions. The data obtained confirm
the effectiveness of the chosen approach and its practical value for implementation in various fields
such as information security, education, and access control systems.

In the future, we plan to expand the functionality of the module for multi-biometric authentication,
integration with mobile platforms, its adaptation for working with asynchronous API services. The
module is also planned to be used in the future for user authentication in remote physical laboratories.
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